
Cyber-crimes and scams have become more common and sophisticated in the past year during 

the confusion caused by COVID-19 and its fallout.  Here are some common signs of a scam and 

some basic means to prevent or identify them from occurring. 

 

Common Signs of a Scam 

1. Requesting personal information 

a. No legitimate business would ever request your private information such as 

password, PIN code, social security number, tax identification number, answers to 

security questions, etc. via email message 

2. Requesting immediate action such as 

a. Purchasing gift cards 

b. Wire transfers 

c. Change of payroll direct deposit information 

d. A request for help asking you to respond immediately by email 

3. Misspellings or other grammatical/punctuation errors in the message 

4. Vague and confusing language 

5. The sender’s email address may be similar to a legitimate email address from your 

network but on closer examination it was falsified or slightly altered 

6. Offering you an unlikely reward for your assistance 

b. Such as asking you to pay a fee in order to redeem your prize or inheritance so 

they can obtain your account information 

7. Sob story by a “victim” seeking your financial assistance 

8. Generic greeting or unusual signature 

c. Hi friend, hello sir, good morning madam, etc. 

d. The signature at the bottom of the email is different than what you are accustomed 

to seeing from the usual sender – maybe more or less formal than usual 

How does my email or meeting get hacked? 

1. Phishing scam – fraudsters trying to obtain private account information or passwords (see 

above list for common signs) 

2. Failure to log out properly 

3. Weak, easy to guess password or using the same password across multiple sites and for 

an extended period of time 

4. Outdated security software 

5. Public or shared device 

a. Malware or keylogging spyware is often installed on these types of devices 

6. Using an unsecure wi-fi network  

7. Spammers harvested your email address when you listed it publicly online 

8. Uninvited people were able to “zoombomb” the meeting because somebody posted the 

meeting number and other credentials online or on social media 

9. Sharing passwords or posting them in plain sight or in an unsecure location 



Signs that your email was hacked 

1. Changed password and locked out of your own account 

2. Unexpected password reset emails 

3. Complaints from contacts about receiving strange, out-of-character emails from you 

4. Strange emails in the sent folder 

a. Sometimes hackers want to use your email address to send SPAM to others or 

they might try to collect information about you from your contact list 

5. Unusual IP addresses, devices, and/or internet browsers 

a. Some email services enable you to check your login activity and there you can 

identify any use that you don’t recognize 

b. Some will actually notify you about login attempts from new locations or devices 

Actions to Take After Receiving a Suspicious Email or to Prevent a Scam 

1. When in doubt, or you otherwise are not familiar with the sender 

a. Do not respond under any circumstances 

b. Do not click on any links or open any attachments 

2. Speak to the supposed sender in person to determine if the email was legitimate 

a. Ask that they make an announcement to anyone who may have been affected if it 

was not legitimate 

 

Actions to Take to Prevent a Scam or Limit the Damage 

1. Password protect all devices with strong passwords 

2. Do not share your password or leave it out in the open 

3. Use multi-factor authentication if possible 

4. Use blind carbon copy (bcc) on all emails intended for a large audience 

5. Ensure your important data is backed up to an offsite location 

 


