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Disclaimer

This complimentary resource is provided as a reference document for Pushpay customers to
use in their PCI-DSS Self Assessment questionnaire and attestations on compliance. This is
NOT a PCI DSS document and it is only meant to help answer the questions within the PCI
Self-Assessment Questionnaire. It is important to note that suggested answers are made under
the assumption that Pushpay is YOUR ONLY PROVIDER in scope to PCI for the SAQ. Your
organization is ultimately responsible for the answers provided in your assessment.

Overview

This document incorporates PCI DSS Version 4 and Self-Assessment Questionnaire (SAQ)
changes which were made effective in 2024. Some of the screenshots within this document may
not be perfectly aligned with the steps/questions shown in the AccessOne portal, if they have
changed their layout. As a community resource, if you see a change and want to report it,
please email pci@pushpay.com with the subject: “PCI Doc Feedback” with exactly where the
change is and we’ll try to update this document as quickly as possible for all customers.

Pushpay is a Level 1 PCI-DSS Service Provider with the highest possible
level of compliance. Why do I still need to complete an assessment or be
compliant?

● PCI Compliance is a requirement for any organization who accepts credit cards, directly
or indirectly. Under PCI, organizations who accept credit cards as a form of payment
(even donations) are considered “merchants” even if they are not selling anything.

● Customers who are only accepting donations online via Pushpay have the simplest
self-certification process.

● Customers who manually process credit cards using a Kiosk solution will have some
additional compliance requirements.



● Due to the complexity of their organizations, larger customers may also have additional
requirements. Please reach out to your Customer Success Manager or Pushpay Support
to request any additional information/documentation.

If you are unsure if you have further compliance requirements, or have any other questions or
issues during the self-certification process, please call the AccessOne PCI support team at
833-207-8338.

New Merchants

After signing up with Pushpay, you will receive an email from support@pciapply.com, the
company Pushpay uses to help you manage your PCI compliance. This tool greatly simplifies
your compliance requirements. At its conclusion, you will receive a completed SAQ A
document. It is a self-assessment that asserts your compliance with the applicable PCI
requirements. You have a 60 day grace period to self-certify, after which time a non-compliance
fee of $19.95 is issued each month until you complete the self-certification process. We
encourage you to take the time to complete this. Depending on your familiarity with PCI, this
process can take anywhere from 30 mins to 4 hours, if reading all the optional docs. The
certification process can be worked on in stages.

Existing Merchants

As you approach the end of your anniversary you will receive an email alert that your PCI
Compliance will expire soon with a link to the AccessOne portal. Log in using your existing
Username and Password. After doing so you can update your Merchant Information and
Questionnaire; both sections are required to be compliant. You can skip the Merchant
Information steps unless you have changes to make.

PCI SAQ Instructions



Finding the SAQ

Note: Historically, Pushpay partnered with Clover to assist clients with their PCI compliance,
but this process is transitioning to AccessOne/Fiserv. If you have worked with Clover in the
past, you may see communications from that team regarding the closing of your Clover
logins and new invitations to the AccessOne portal. If you are new to the PCI SAQ,
communications should come straight from AccessOne/Fiserv.

1. Open your email from AccessOne containing your PCI portal credentials and log in. If
you have trouble getting registered or cannot find the email containing your
credentials, please reach out to AccessOne’s PCI Customer Service at
833-207-8338.

2. Once logged into the portal, you should see a Welcome screen. Select Get Started (Or,
if you’ve already started the process, and are returning, you can select Continue).



3. You will now see the option to enter Merchant Information, and answer questions
regarding your payment channels and processing solutions. Leave the Product Code
box as Not Applicable.

4. In Merchant Business Payment Channels, select E-Commerce

5. For “Do you electronically store or transmit consumer account data”, select No.

6. For “Are any payment channels not included in this assessment”, select No.

7. In Part 3 - Relationships, For “Do you have relationships with third-party service
providers that handle your account data, such as payment gateways or processors”,



select Yes.

8. For “Do you engage with third-party service providers managing system components
within your PCI DSS assessment scope”, select No.

9. For “Do you work with third-party service providers that could impact the security of your
Cardholder Data Environment”, select No.

10. In the Service Provider field, enter Pushpay.

11. In the Description field, enter E-Commerce provider.

12. In Part 4 - Processing Solution, again leave the Product Code field as Not
Applicable. Then select Moto/E-commerce.

13. For “Do you store any sensitive cardholder data electronically”, select No.

14. For “Does your business use network segmentation to affect the scope of your PCI DSS
environment”, select No.



15. In the box that appears asking “How do you process payments”, selectHosted
Payment and iFrame.

16. The question “Does your website use either a redirection mechanism or an embedded
payment form” should appear. Select Yes.

17. You will see an Add Solutions box appear. You can ignore this.

18. Check the box to confirm that you’ve read and agree to the end-user license
agreement.

19. Choose Select Questionnaire Manually.

Note: If your organization has multiple Merchant IDs, youmay see a popupmessage titled
Associated Merchant. This will appear if the system recognizes that there are other Merchant
IDs associated with the ID linked to your AccessOne profile. As noted in the message, select
Yes if all Merchant IDs will share the same processing procedures and security policies. If this
is not the case, select No (and each ID will need to have their compliance certified
independently).



20. SelectQuestionnaire A then Continue.

21. Under Software selection, select Pushpay Processing, Inc as your Service Provider.

22. Select Third Party Servicer in the Enter Service Name field (it should be the only
option)

23. As before, for “Does your business use network segmentation to affect the scope of your
PCI DSS environment” select No.

24. As before, for “How do you process payments”, select Hosted Payment and iFrame.

25. As before, for “Does your website use either a redirection mechanism or an embedded
payment form”, select Yes, then Continue below.



26. Confirm that you agree, then select Continue to confirm your eligibility to take
Questionnaire A.

Questionnaire

You will see a screen outlining the sections of Questionnaire A. Select Start Questionnaire.

Note: As mentioned above, It is important to note that suggested answers are made under the
assumption that Pushpay is YOUR ONLY PROVIDER in scope to PCI for the Self-Assessment
Questionnaire (SAQ). Your organization is ultimately responsible for the answers provided in your
assessment.
In the sections below, when recommending you select ‘In Place’, this guide assumes that you
are compliant with the statements/processes listed. If you are unsure if you are compliant, or
have any other questions while filling out your SAQ, please call the PCI support team at
833-207-8338.



Section 1
This section refers to the web platform your website is hosted on. If you are compliant with
these statements, select In Place for all options.

“In Place with CCW”means the control is in place with the aid of additional compensating
controls. If this is selected, you will need to complete a Compensating Controls Worksheet
(CCW) outside of this tool. Selecting “Not in Place” indicates that you are not compliant with a
PCI requirement andmay be subject to penalties. “Not Applicable” means that the described
capabilities are not relevant to your use or handling of payment information. You will be
required to supply a justification if you choose this option.

Section 2
This section applies to paper records that include cardholder account data (for example,
receipts or printed reports). If you keep paper records youmust have documented procedures
for handling them. If you are compliant with these statements, select In Place for all options.

OR



If you do not keep paper records, select Not Applicable, and enter “We do not maintain
paper records with account data” in the text fields provided.

Section 3
This section applies to webservers that host the pages on your website that provide the
address (the URL) of Pushpay’s payment page. We recommend that you verify these
procedures with your website administrator and/or hosting provider.
If you are compliant with these statements, select In Place for all options.

Section 4
Once again this section applies to webservers that host the pages on your website that
provide the address (the URL) of Pushpay’s payment page. We recommend that you verify
these procedures with your website administrator and/or hosting provider.
If you are compliant with these statements, select In Place for all options.



Section 5
This section applies to paper records that include cardholder account data (for example,
receipts or printed reports). You should answer based on how you handle giving
slips/envelopes.

If you handle paper records securely as described here, select In Place for all options.



OR

If you do not keep paper records as described here, select Not Applicable, and enter “We do
not maintain paper records with account data; we do not have offlinemedia backups” in
the text fields provided.

Section 6
This section applies to webservers that host the pages on your website that provide the
address (the URL) of Pushpay’s payment page. The portal will assist with setting up the
required vulnerability scans in the final step.

1. For number 1, select In Place.
2. For number 2, select In Place.
3. For number 3, select Not Applicable for all 3 bullets.

a. You should be presented with a text field to specify why the question is not
applicable. In all 3 fields, enter “Not required for hosted payment/redirect
solutions.”



Section 7
‘Third Party Service Provider (TPSP)’ in this section refers to Pushpay. If you are compliant
with these statements, select In Place for all options. We can supply our latest PCI Attestation
of Compliance on request.

Section 8
With PCI DSS version 4, organizations must now conduct quarterly scans using an Approved
Scanning Vendor (ASV) for any page on their site that redirects to Pushpay. While Pushpay
aggressively scans its applications for vulnerabilities, websites that connect to Pushpay can
still be vulnerable to attacks. For this reason, the PCI requires that you scan your website(s),
too. Even if your web hosting provider performs vulnerability scans, Pushpay strongly
recommends following the steps indicated below. Your provider may not use an ASV, their
provided report may include other websites supported by your provider, or there might be
delays in receiving the reports. See the SAQ A section of the following PCI help document, for
more information on the updated requirements for PCI DSS version 4, visit here:
https://blog.pcisecuritystandards.org/pci-dss-v4-whats-new-with-self-assessment-questionn
aires

Youmay need to work with your web hosting provider to enable these scans and resolve any
findings.

https://blog.pcisecuritystandards.org/pci-dss-v4-whats-new-with-self-assessment-questionnaires
https://blog.pcisecuritystandards.org/pci-dss-v4-whats-new-with-self-assessment-questionnaires


1. Select Add Scan Target

2. Identify all areas of your site in which you have a ‘Give Now’ (or similar) button that
sends users to Pushpay to pay or give. Add each of these ‘targets’ (domain or IP) into
the IP Address/Domain Name Pool either by 1) typing them into the Input field
manually, or 2) selecting Import from File to import a CSV or TXT file containing your
targets.



3. After entering a target, click Add, and you’ll see a confirmation box appear. Confirm
that you have permission to scan the target(s) you’ve added and select Continue.

4. Once you’ve added all desired targets and see them added to the IP Address/Domain
Name Pool on the right, click on Return to Network Scan Summary in the
bottom-right corner.

5. When you’re ready to begin your scan, select Launch Scan.

If any targets fail the scan, take the suggested actions and work with your IT team and/or
hosting provider to resolve them.

Once all chosen targets have a passing scan, you can submit your ASV Compliance Request.
The ASV teamwill then review your request.



Note: The review process may take 1-2 business days.

It is imperative that you submit a report showing that all chosen targets have a passing scan
to maintain your PCI DSS compliance paperwork.

Note: If any questions arise while completing your scan, please reach out to AccessOne’s PCI
Customer Service team at 833-207-8338).

Section 9
The final section of the Questionnaire displays a report of milestones to complete. Any
outstanding tasks that need to be completed before compliance can be finalized, will be
noted here.

Note on Updating your Merchant
Information



As we all grow in the space of payment processing, youmay find yourself expanding your
services, ex: usage of Pushpay for Kiosk, assisting your donors with face to face giving
experiences, or taking paper forms with credit card information. If in the future you decide to
add these types of new services, you will need to update your Merchant Information, and then
your SAQ.

Note: If you have any questions when logging in or updating this information, please reach
out to AccessOne’s PCI Customer Service team at 833-207-8338).


