TECHNOLOGY AND INTERNET USAGE AGREEMENT

Archdiocese of Washington — Catholic Schools Office

Student Responsibilities
When using any Technology Equipment, all students:

Shall use all Technology Equipment, including, but not limited to computers, networking systems, Internet,
mobile devices, tablets, hosted or cloud-based environments, communication devices, cell phones, email,
social networking sites, calculators, DVD players, and cameras (“Technology Equipment”) with care and
respect, whether at school, at home, or elsewhere.

Shall not type, send or otherwise use any inappropriate or offensive words, or display, send, or otherwise use
inappropriate or offensive images, sounds or messages from or on Technology Equipment. This includes,
but is not limited to, creating, publishing, displaying or in any way disseminating any information or files that
are abusive, obscene, sexually oriented, threatening, harassing or damaging to another’s reputation.

Shall not violate any local, state or federal laws.

Shall not engage in cyber-bullying behavior.

Shall not use the device to capture photos, video, audio or other media involving other students, faculty or
staff without explicit permission from the subjects of the media.

Shall never use the technology in bathrooms or locker rooms.

Shall not impersonate others or hack or otherwise seek unauthorized access to any restricted information or
account.

Shall immediately report to a teacher or supervising staff member any inappropriate material or misuse of
Technology Equipment of which the student becomes aware.

Shall not engage in any behavior otherwise prohibited by school disciplinary standards.

Schools may supply students with Technology Equipment owned or leased by the school for instructional use.
Schools may also permit students to use their own Technology Equipment during class as directed by their teachers
as part of a “BYOD” (Bring Your Own Device) initiative. When using Technology Equipment supplied by the
School, or Technology Equipment permitted under a BYOD initiative, all students:
Shall not reconfigure any school hardware, software, or network settings.
When on school grounds, shall access only school-supplied wifi or other networks provided by the school.
Under no circumstances may students use Technology Equipment to access the Internet through 3G or 4G
connections or any other means not specifically provided by the school.
Shall not attempt to bypass or otherwise evade any content filters or security measures in place on the
Technology Equipment.
Shall not intentionally receive or send any viruses, worms, Trojan Horses, or any other kind of malware.
Shall not install, download, upload, or otherwise transfer any software, files, or other data onto Technology
Equipment supplied by the school without first obtaining the teacher’s permission.
Shall not use any school Technology Equipment to create, store, transfer or use software or electronic
content in a manner which violates the rights of the holder of copyright in the software or the content; and
shall not plagiarize works found on the Internet or elsewhere.
Shall only use the Internet for school-related projects and shall visit only the sites assigned by the teacher.
Shall not take photographs or record audio or video unless as directed by the teacher for instructional
purposes.
Shall be solely responsible for the physical security and care of their Technology Equipment. The school
does not assume responsibility for damages, lost or stolen devices.
Shall ensure that their Technology Equipment is fully charged at the beginning of the school day.
Shall promptly comply with a teacher’s request to shut down, close, put away, or hand over any Technology
Equipment.
Shall not play any games on Technology Equipment except as directed by the student’s teacher for
instructional use.
Shall not give out, post, or otherwise distribute personal information such as social security numbers,
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birthdays, credit card or bank account information, photographs, home addresses, telephone numbers,
parents’ work addresses or telephone numbers or the name and location of the school.

All students understand and acknowledge:

= Student use of cell phones, tablets, laptops, and any other portable electronic devices during school hours is
strictly prohibited, except in the case of a medical emergency or as otherwise directed by the student’s teacher
for instructional use.
Schools may require that Technology Equipment used in a BYOD program must meet certain compatibility
requirements, use certain security measures, and include certain hardware, software, or applications, which
may include applications that grant the school control over the content on the Technology Equipment.
Use of equipment is a privilege, not a right. As such, any violation of this policy may result in permanent
revocation of their technology privileges and other disciplinary action may be taken in the sole discretion of
the principal.
Use of all Technology Equipment may be monitored. There is no expectation of privacy for any information
stored on any Technology Equipment used on school grounds, including any information or files stored in
students’ personal accounts (such as social media or file sharing accounts) that are accessible via such
Technology Equipment. The school reserves the right to access a student’s computer files or any other
Technology Equipment when required for the maintenance of the school’s Technology Equipment, in
emergencies, in the course of investigation of possible wrongdoing or a disciplinary infraction, or at the
discretion of the principal. If a student refuses to grant the school full access to his or her Technology
Equipment for such a purpose — for instance, by withholding a password — the school may treat that refusal
as an admission of wrongdoing.

Parent/Guardian Acknowledgement

Parent/guardian shall be responsible for reading and reviewing the terms listed above with their child.
Parent/guardian shall be responsible for any damages, claims and expenses resulting from their child’s use of
the school’s Technology Equipment.

Parent/guardian shall be responsible for damages, claims (including theft) and expenses of all personally
owned Technology Equipment used in any BYOD program.

Parent/guardian acknowledges that any failure to honor the terms of this agreement may result in disciplinary
action determined at the discretion of the Principal, any or all of the student’s technology privileges being
revoked, and/or the reporting of such infraction to appropriate authorities.

Parent/guardian acknowledges that violation of any provision of this policy may result in confiscation of the
equipment until retrieved by such parent/guardian.

Parent/Guardian acknowledges that they have read and reviewed the terms of acceptable technology use with the
student listed below, and both parent and student understand and agree to abide by those terms.

Student’s Name Parent/Guardian Name

Student’s Signature Parent/Guardian Signature
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