
Adding security for Barix 500 Exsteamers 

A simple, yet effective way to secure remote access to your Barix 500 Exstreamer is to add a strong password to 

the unit. 

The first thing you should do is setup an account at the Barix website.  Here you can download manuals, 

discovery tools and  find answers to questions.  Their web address is:   http://www.barix.com/login/ 

Follow the instructions below to aid in this process: 

1 -After you have successfully logged into the Barix website you will want to click on the "Search" button on the 

upper right side of the main page.   

 

2 -When the search box comes up type in "Discovery Tool" and hit enter.   

 



3 -The search will come back with these results shown below.  Click on the top link circled in red. 

 

4 -The next page that opens will allow you to download a zip file that has the Discovery Tool software.  Click on 

the button highlighted in red. 

 



5 -It would be best to move the  Discovery Tool .zip file to a folder on your hard drive where you can extract the 

files.   This program requires you to have Java loaded on your computer.  At this point it would be a good idea to 

update your current version of Java or do the install if you don't have it.  The Java website is: 

https://java.com/en/download/   Just click on the "Free Java Download" button and follow instructions.  If there 

are any older versions on the computer you will be asked if you wish to un-install them, click yes.  Older versions 

had security vulnerabilities.   

6 -During the installation of Java you will probably have a "Windows Security Alert" box come up.  If you do click 

on "Allow Access". 

  

 

 

 

 

 

 

 

 

 



 

7 -After the Java has updated/installed you will want to find the location of the .zip file you downloaded.   The 

Discovery Tool software has only 2 files and you will want to click on the one marked "Discover.jar".  The 

program will launch and look like the picture below: 

 

8 - Click on the "GET" button on the bottom of the window.  As long as you are on the same local network as the 

Barix you should see it listed on the top of the window.  When it does make sure and write down the IP and 

MAC address of the unit for your records.  When you do click on the line it occupies to highlight it then press 

"Web Browser" on the bottom right.  Your default browser will come up and should look like: 

 

 

 

 



9 -At the top of the screen is a task bar.  Click on the "Configuration" button. 

 

10 -The configuration page will come up and you will want to do 2 things. 

 First make sure that "Use SonicIP" has No selected.  This will keep the IP address of the unit being 

broadcast whenever it reboots.  There is no need to give a hacker any advantage.  If "No" is already selected 

there is no need to change it.  If not then select it and hit "Apply"  the unit will re-boot.  NOTE:  This will remove 

any audio flowing through the Barix during the reboot process (usually less than 30 seconds) so plan 

accordingly.  

 Secondly you will want to click on the security button located on the left side of the page. 

 

 

 

 

 

 

 

 



11 -The Security page will open allowing you to set a password.  A good password will have upper and lower 

case letters and at least 1 number.  Using the Call letters and frequency of the station is not a good idea.  Make 

sure it is something you can remember and most of all WRITE IT DOWN for future reference. 

 

12 -Once the password has been entered click on the "Apply" button.  The unit will reboot once again. 

 

 

You have now added a new layer of security to the unit.  Your system may still be vulnerable to a hacker so 

contact your local I.T. person to discuss a secure router or firewall.  There are several options available at a 

reasonable expense.  We sometimes think that "it will never happen to us" including the people it happens to. 

God Bless 

 

 


